The cyberspace has become an integral part of modern day life-social, economic, political, religious, medical and other aspects. Without the availability of the Internet today's businesses, government and society cannot function properly. Moreover, different online social media and blogosphere are bringing people together, providing platforms to share their ideas and allowing their voices to be heard. Ideally, the cyberspace has no political, geographical or social boundaries; as a result it is promoting globalization and uniting people from all over the world. While the potential benefits of this interconnectivity are unlimited, this virtual world is also becoming hackers' playground, underworld's marketplace, nation-states' battle ground, and a vehicle for propaganda and misinformation. In this paper, we argue that with the growing threat of coordinated attacks, release of complex malware and gradually diminished trust in freely-available information, the openness of the web and its global connectivity will no longer exist. Specifically, if this trend continues, the Internet will be partitioned, users will rely on information and news only through membership-based services, the information flow will be limited to geographical and political jurisdictions and will be highly regulated by governments, online businesses and critical knowledge will only be shared among alliance of friendly nations.
CYBERSPACE: Security, Privacy and Trust issues
The use of cyberspace has significantly increased in last two decades providing unimaginable benefit to the humanity-brings people together, makes the world seems smaller, opens up new opportunities, increases exchange of ideas in rapid innovation, etc. At the same time, cyberspace is also opening the possibility for greater danger of harm on a larger scale. The cyber technology has made fraud, identity theft easier for hackers and criminals, and such activities increasing with the rising popularity of online businesses and its other uses in the society. This paper focuses only on the consequences of diminishing trust in the openness of the cyberspace. Figure 1 shows how different cyber entities continuously trying to damage, diminish, misguide, misuse, and abuse various components and subcomponents (both software and hardware) of cyber-systems resulting in growing mistrust in different segments of the Internet users (Schneider, 1999) .
Online social networks (OSNs) have become part of our daily life; almost everybody has a social presence in blogosphere. Different blog sites attract different people for participating in discussions, share information and forming groups and online community. While blogging, tweeting and other social and business networking usage growing, studies show that most OSN users are vulnerable to identity theft, target of third-party information tracking (via cookies used by data aggregators). This allows the aggregator to track the user's movements across multiple websites, their navigation pattern and frequently visited sites. For example, Twitter has archived every tweet (250 million a day) and has agreed a deal allowing the UK-based company 'Datasift' to mine through data posted since January 2010. The company will use the information (users' history, GPS information) to help firms with marketing campaigns and target influential users (Gladdis, 2012) . Also OSNs are being used to spread rumors, misinformation and hatred with various intents.
Advertisers use different forms of spam for marketing via emails and blogs to promote products or services. It is also used to entice users familiar with the service to exploit search-engine reputation of the hosted service; to attract traffic from "neighboring" blogs, etc. (Tucker, 2012) . Some companies are using third parties for mining usage/access data of employees and customers to know their online behavior and loyalties. For example, a Firefox add-on (Collusion) allows seeing all the third-party entities tracking users browsing pattern (Greengard, 2012) . For identifying market niches and customer types, some companies are not only seeking market data analysis of their own products and services but also of their competitors' to have the commutative edge, however, such a broad data digging venture may cross the legal and ethical trade boundaries, leading to industrial espionage. Cyber criminals now use sophisticated keyloggers and ransomeware (e.g. Citadel) to steal Personally Identifiable Information (PII) and financial data (Kitten, 2013 (Sherry, 2012) . Figure 2 highlights the evolution of cyber threats and cybercrimes over the years--the use of a variety sophisticated malware and social engineering techniques to launch attacks, exfiltrate data, and steals intellectual property. Hacktivist, a group of loosely-connected hackers such as Anonymous, while opposing to censorship of the Internet, are continuously challenging the big and small businesses, causing disruption in their operation. In 2012, these groups claimed DDOS attacks against some leading banks for drawing international attention (Kitten, 2013) . Web sites like Wikileak (Vijavan, 2010a ) every now and then releasing sensitive information to expose government activities to the public. While such whistleblowing may try to expose corruptions, injustice, etc. such leakages in cyberspace appear to have far reaching consequences.
Cyber hackers are developing techniques for updating their malware more quickly with sophisticated scripting tools; for example, some are now using automated morphing strategies that allow the malicious code to evade standard cyber security tools. One such tactic, says security firm FireEye, is the use of "throwaway" domains for spear phishing e-mails, in order to keep technologies that rely on domain reputation analysis from sniffing out the sender's intentions.
Malware are now injected in hardware (logic circuits are manipulated to include redundant malicious functionalities, triggered via remotely controlled benign operations) so these are hard to remove even after the reinstallation of software and are beyond users' and system administrators' reach (BBC News, 2012) . A new breed of customized, tightly targeted, and byte-level obfuscated malicious code disguises its appearance to evade reactive security measures of all kinds, specifically signature-based antivirus solutions. However, security analysts noted that though each new instance of such a malware "family" may appear different, its behavior can be determined through long-term observations (Durkota and Dormann, 2008). (Paul, 2012; Wawro, 2012) .
All these targeted attacks can be divided into two major classes (Abrams, 2010):
• Targeting a specific company or organization -this type of attack is directed at a specific organization and the aim of an intruder is unauthorized access to confidential information such as commercial secrets (as with the Aurora attack).
• Targeting specific software or IT infrastructure -this type of attack is not directed at a specific company and its target is the data associated with a certain kind of software. As this class presupposes a long term attack, it is designed to circumvent protection systems (as with the Stuxnet attack). Cyberwar, Cyber Terrorism and Cyber Espionage: Richard A. Clarke (Clarke and Knake, 2010) , in his book on "Cyber War" defined Cyberwar as actions by a nation-state to break into another nation's computers or networks for the purposes of causing damage or disruption and to access intellectual property and state secrets. These Nation-States may use information gained to seek an economic, political, and military edge (Kitten, 2013).
According to Joe St. Sauver (Sauver, 2008) , the following are illustrative actions of cyberwar:
• Low-intensity advanced persistent threats (APTs), asymmetric economic cyber attacks, such as spam, phishing.
• Cyber attacks on fundamental Internet protocols such as DNS (the domain name system) or BGP (the Internet's wide area routing protocols).
• Kinetic ("physical") attacks on high value Internet "choke points" such as cable landing sites or Internet exchange points.
• Operations conducted against critical civilian infrastructure such as industrial control systems (socalled "SCADA" systems).
• Strategic high altitude strikes aimed at destroying or disrupting national infrastructure on a widescale through electromagnetic pulse (EMP) effects.
On April 07, 2010 Computerworld magazine reported state-sponsored cyber espionage where more than 30 companies including Google were hacked using custom malware to get around people's antivirus protection (Vijavan 2012) . Many security experts believe that cyberwar originates with Russia and Georgia conflict in 2008 when Georgia's Internet infrastructure was severely disrupted by cyber attacks carried out by Russia through an array of botnets, distributed denial-of-service attacks, logic bombs and other online offensives (Swaine, 2008) . Stuxnet discovered in June 2010, it is believed to be the first malware targeted specifically at critical infrastructure systems (Hurwitz, 2012 (Mills, 2012) . These cyber-attacks are taking the form of economic warfare, however, yet to realize how these will disrupt business confidence and world economy.
Cyberwar vs. physical war: These two wars are fundamentally different-one is pursued secretly and the other starts usually with official declaration (unless proxy) but in many cases one type follows the other or both may be pursued in parallel case of serious conflicts. However, there are distinct differences in cyberwar because:
• In cyberspace, there is no physical boundary (as territorial control is hard to manage) in particular with public cloud computing environment and global data centers (Levy, 2012) which opens door for cyber espionage.
• Cyberwar may be happening all-the-time: There is no notion of wartime and peace period and defined battle field; also the rules of engagement of cyber warfare are yet to evolve (Heichler, 2012 ).
• Identifying Friend and Foe: Determining who friends are and who enemies are hard; a cyberattack and its source is very difficult to trace since the cyber evidence is hard to collect and verify even for experts.
• Physical warfare can be kept under control (lock and key) and also can track of their existence but cyber hacking tools once released remain in the wild. So developers need to device solutions to contain such a tool so that it does not back fire.
• Cyber superiority will be very difficult to achieve as the technology is rapidly changing, collective multi-national intelligence will be essential to quickly detect Advanced Persistent Threats (APT) (FireEye WP, 2012) and win the cyberwar.
According to a Computerworld report (Vijavan, 2012) , "If a full-fledged cyberwar were to break out, the nation's economy would be hit hard. Banks might not be able function, electricity, water and other utilities could be shut off, air travel would almost certainly be disrupted, and communications would be spotty at best--in a word, chaos".
CONSEQUENCES OF DEMINISHING TRUST
Free flow of unbiased information and knowledge is essential to rapid innovation and for the wellbeing of mankind. Accordingly, highly interdisciplinary interaction of experts (specialized in their own domain) hold pieces of technological puzzles; when they put their collective knowledge in the right order an innovation emerges. Future creation may no longer be an individual effort rather collective knowledge will move the technological advances in different direction in a short period of time.
Cyberspace is serving as a vehicle for long-distance collaboration and interaction. Also people worldwide are increasingly showing the signs of their virtual presence, which has gradually became the social norm. Cyberspace has transformed the notion of reference points, accuracy, truth and trust. In physical world, we observe the characteristics of a tangible object from its proximity and perceive consequences of our actions, performance, and our bodies as reference points to check perceptions. These reference points become attenuated in cyberspace, sometimes disappearing (Tompkins 2003) .
However, all the benefits of openness of the Internet and it global connectivity are continually being exploited by hackers, criminals and nation-states. If the current trend of cyber exploitation continues, it will be challenging to identify:
• Information and misinformation • News and propaganda • Software vs. Malware
If the cyber espionage continues, the global IT supply chain of components, products and services will be at high-risk. Already some hardware components are found to be infected with malware during production and multi-national companies starting carefully scrutinizing these electronic products and getting suspicious of the place (country) where these are being manufactured (BBC News, 2012) . As the trust is continuously diminishing and when the triggering point gets crossed, the Internet will be hard partitioned and will be highly controlled/regulated by states, affecting HW/SW global market for businesses. It is not clear how multi-national companies will do their business in the global market place in future.
It is to be noted that soft partitioning of the web has already started through web of trust, filtering of rouge IPs and MAC addresses, content-based filtering, domain-based site blocking, etc. Hard partitioning is also visible in many countries as certain websites are not accessible from their geographical boundaries. In particular, cyber policies for the Internet blackout, control of web contents, communication channels and blocking of social networking sites, are increasingly been adopted by some countries (Segal, et al., 2011; Hurwitz, 2012) . For these governments, cyber security primarily means controlling of content and communication or social networking tools that may threaten their regimes' stability (Segal et al., 2011) . However, for now people are finding ways to subvert such blocking, and communicating anonymously via Tor networks and maintaining their cyber presence.
SUMMARY
The cyberspace has no political, geographical or social boundaries which can unite people from all over the world and allow their voices to be heard; it also provides a platform for international collaboration and helps to solve complex problems. However, with the ever growing cyber threats, the Internet users are becoming suspicious about storing and transferring their sensitive information, they are worried to find out who is tracking them from behind the scene (server end), where their personal information is going, etc. In order to maintain a secure and resilience computing environment, trustworthy software and hardware need to be installed. Vendors should take more responsibility in assuring the integrity and bare liabilities--if the product fails to meet the security standards or if it gets compromised. To remove product weaknesses and vulnerabilities, software and hardware should go through more rigorous testing and evaluation process before get released. The software patching practice that is prevalent today neither solves the security problem nor restores trust among customers. Moreover, the patching process and auto-update mechanism are being abused to inject spyware. To alleviate the situation, the developers should strive to be highly qualified in secure design and coding, and all products should be security certified before release.
It is the time now for engaging the world in keeping the cyberspace safe and secure, and build a mutual trust so that the benefit of openness of the Internet can be preserved and cultivated. However, if countries and organization waste their time, efforts and resources on protecting and defending their cyber assets then technological innovation will definitely hamper or slow down. Importantly, individual user trust even if get diminished, there may not be any major change in the Internet openness but if cyber-attacks, industrial espionage, and so-called cyberwar continue, it will diminish the trust relationship among countries and organizations, and will have devastating consequences in science, commerce and free flow of information and knowledge.
As the companies and governments are failing to defend from sophisticated cyber-attacks and infiltration, experts believe that any durable cyber security solution must be transnational. Recently, there are several calls for a treaty on International Code of Conduct for Information Security, which not only addresses cyber security but also calls on states to curb the dissemination of information (Segal, et al., 2011) . Several countries are pushing for more United Nations control of the Internet at an International Telecommunications Union meeting in December 2012; however, USA is advocating for keeping the Internet free from any government control (Gross, 2012) . The paper highlights the major causes of diminishing trust in cyber ecosystem and encourages all involved to engage in discussion and dialog to build cyber trust and to avoid any cyber conflict.
